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EE282 Lecture 12

Server RAS features

Manageability, Availability

Parthasarathy (Partha) Ranganathan

http://eeclass.stanford.edu/ee282

EE282

Spring 2011

Lecture 12
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Announcements
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Last Lecture: Server Basics

Servers differentiated in terms of RAS,

performance, scalability, costs

Traditional high-level architecture but several

enterprise-class differences

Different server classes, form factors

Blade server case study: shared infrastructure

The birth of a server: design process

Complex design choices/tradeoffs, extensive testing
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Learning cycle homework

Input-Reflect-Abstract-Act

2 test questions you would ask in an exam
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Todays lecture

All about ilities

Manageability/Serviceability

Availability/Reliability
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Manageability

What is manageability? Why should we care?

What does it encompass?

What does current landscape look like?

E.g. Infrastructure management architectures

Material based on:Manageability-aware systems design, Tutorial
at ISCA2009, Monchiero, Ranganathan,
Talwar,http://sites.google.com/site/masdtutorial/

http://sites.google.com/site/masdtutorial/http://sites.google.com/site/masdtutorial/
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What is manageability?

The collective processes of deployment,

configuration, optimization, and administration

during the lifecycle of IT systems

To be as efficient as possible

@ scale & heterogeneity50 racksx64
bladex2socketsx32coresx10VMs?
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Aspects of manageability

Broad area, overloaded term
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Manageability space
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Manageability space
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Qn: Platform HW management

Management tasks?

Remote on/off

What else?

System requirements?

Out-of-band

What else?
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Platform (HW) management

Management tasks

Turn on/off, recovery from a failure (reboot after

system crash), system events and alerts log, console

(remote KVM), monitoring (health), powermanagement, installation
(boot OS image)

Platform management system

Automates all these operations

Out-of-band, secure (privileged access point to the

system), low-power (always on), flexible and low-cost
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Management processors

An embedded computer on each server Custom processors: E.g., HP
iLO

Small processor core, memory controller, dedicated NIC,
specialized devices (DigitalVideo Redirection, USB emulation)

E.g., IBM remote supervisor adapter (RSA), Dell remote assistant
card (DRAC)

Some iLO functions Video redirection (textual console, graphic
console)

Power mgmt (power monitoring, power regulator, power
capping)

Security (authentication, authorization, directory services,
data encryption)

Standards: Intelligent Platform Management Interface (IPMI)
Baseboard management controller (simpler
interfaces/functionality)
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Manageability summary

Manageability large components of costs Management functions,
scale, heterogeneity

Manageability support key feature in server Broad space
encompassing various tasks

Platform management Service processor and out-of-band
management

Virtualization, Application, Service Management

Future challenges and ongoing developments Coordination,
complexity, standards, scale, HW/SW,

server/storage/network convergence,
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Availability

What is availability? Why should we care?

What are the principles of high-availability?

What are some specific design optimizations?

Some background reading

Barroso & Holzle textbook, chapter 7

Hennessy & Patterson, chapter 6.2-3

(SW perspective) James Hamilton, On Designing &

Deploying Internet Scale Services, LISA, 2007
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Reliability

Reliability: measure of continuous service

MTTF: mean time to failure

Time to produce first incorrect output

MTTR: mean time to repair

Time to detect and repair a failure

MTBF = mean time between failures = MTTF+MTTR

Failure in time: FIT = Failures per billion hours of opern =
109/MTTF

E.g., MTTF = 1,000,000 hours = 1000 FIT

Definition of system operating properly: sometimes not easy

delivered per service-level agreement (SLA)/SLO
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Availability

Steady state availability

= MTTF / (MTTF + MTTR)

Correct Failure Correct CorrectFailure

MTTR MTTRMTTF MTTF
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Types of Faults

Hardware faults Radiation, noise, thermal issues, variation,
wear-out, faulty equipment

Software faults OS, applications, drivers: bugs, security
attacks

Operator errors

Incorrect configurations, shutting down wrong server, incorrect
operations Environmental factors

Natural disasters, air conditioning, and power grids

Wild dogs, sharks, dead horses, thieves, blasphemy, drunk
hunters (Barroso10)

Security breaches Unauthorized users, malicious behavior (data
loss, system down)

Planned service events Upgrading HW (add memory) or upgrading SW
(patch)
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Types of Faults

Permanent Defects, bugs, out-of-range parameters, wear-out,

Transient (temporary)

Radiation issues, power supply noise, EMI,

Intermittent (temporary)

Oscillate between faulty & non-faulty operation

Operation margins, weak parts, activity,

Sometimes called Bohrbugs and Heisenbugs
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Example
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Exercise

A 2400-server cluster at Google has the followingevents per
year:

cluster upgrades: 4 (fix)

hard drive failures: 250 (fix)

bad memories: 250 (fix)

misconfigured machines: 250 (fix)

Flaky machines: 250 (reboot)

Server crashes: 5000 (reboot)Assume time to reboot software is 5
minutes, andtime to repair hardware is 1 hour. What is
serviceavailability?
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Faults always Failure

Failure: service is unavailable or data integrity is lost

The user can really tell

Possible effects of a fault (increasing severity)

Masked (examples?)

Degraded service

Unreachable service (service not available) Data loss or
corruption (data are not durable)
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Techniques for availability
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Techniques for Availability

Steady state availability = MTTF / (MTTF + MTTR)

For higher availability, you can work on Very high MTTF
(reliable computing/fault prevention)

Very high MTTF (fault-tolerant computing)

Very low MTTR (recovery-oriented computing)
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Improving MTTF & MTTR

Two issues: error detection and error correction

Observations

Both are useful (e.g., fail-stop operation after detection)

Both add to cost so use carefully

Can be done at multiple levels (chip/system/DC, HW/SW)

Some terminology

Fail-fast: either function correctly or stop when error
detected

Fail-silent: system crashes on failure; fail-stop: system stops
on failure Fail-safe: automatically counteracting a failure

Following slides: example techniques

General, Disks, Memories, Networks, Processing, System
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General: Infant Mortality

Many failures happen in early stages of use Marginal components,
design/SW bugs, etc

Use burn-in to screen such issues E.g., stress test HW or SW
before deployment

Recall birth of a server steps in previous lecture
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Extensive validation

High-level steps Units built in a way that simulates factory
methods

All components evaluated: electrical, mechanical, software
bundles, firmware, systeminteroperability

Failure diagnostics and iteration with design team

Potential Beta Customer testing

Extensive testing Accelerated thermal lifetime testing (-60C to
90C)

Accelerated vibration testing

Manufacturing verification accelerated stress audit

Reliability of user interface and full rack configurations

Static discharge, repetitive mechanical joints,

Dust chamber: simulate dust buildup

Environmental testing model shipping stresses Acoustic emissions
and EMI standards

FCC approval (US), CE approval (Europe)

Power fluctuations and noise semi-anachoic chamber

On-site data center testing TPC benchmarking
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RAID 0 & 1: Block Duplication

D0

D4

D8

D12

D1

D5

D9

D13

D2

D6

D10

D14

D3

D7

D11

D15

Disk 0 Disk 1 Disk 2 Disk 3 RAID 0: Non-redundancy
(sharding)

Best write performance

Not necessarily the best read latency!

Worst reliability

RAID 1/1+0: Mirroring (shadowing)

Half the capacity

Faster read latency: schedule the disk

with the lowest queuing, seek, and

rotational delays

D0

D2

D4

D6

D1

D3

D5

D7

Disk 0 Disk 1 Disk 2 Disk 3

D0

D2

D4

D6

D1

D3

D5

D7
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RAID 5: Block-level, Distributed Parity

One extra disk to provide storage for parity blocks

Given N block + parity, we can recover from 1 disk failure

Parity distributed across all disks to avoid write
bottleneck

Best small/large read, and large write performance of any
RAID

Small write performance worse than, say, RAID-1

Disk 4

D3

p4-7

D8

D13

D2

D7

p8-11

D12

D1

D6

D11

p12-15

D0

D5

D10

D15

p0-3

D4

D9

D14

Disk 3Disk 2Disk 1Disk 0
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RAID 6: Multiple Types of Parity

Two extra disks protect again 2 disk failures

E.g., row and diagonal parities

Parity blocks can be distributed like in RAID-5 Separate parity
disks shown for clarity

Also called RAID/ADG

D3

D7

D11

D15

D2

D6

D10

D14

D1

D5

D9

D13

D0

D4

D8

D12

P(row)

r0

r1

r2

r3

Disk 3Disk 2Disk 1Disk 0 P(diag)

d0

d1

d2

d3
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RAID Discussion

RAID layers tradeoffs

Space, fault-tolerance, read/write performance

HW-based RAID-5 is becoming less popular RAID1+0 is often used
for large disk arrays

RAID can be done in SW & across servers RAID-5 like
approaches are popular

d
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Beyond RAID: Smart ArrayControllers

Online spare Extra disk drive, auto-rebuild of data

Online capacity expansion

Online RAID level migration Online stripe size migration

Stripe size = adjacent data on each physical drive in alogical
drive

Drive parameter tracking Various types of read/write errors,
functional tests,

Dynamic sector repair

Read/write caches
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Bulletproof video

http://www.youtube.com/watch?v=Gnjb1WVk

hmU

See sequel where a datacenter is blown up at


http://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-

solutions.html

D li i h F l i

http://www.youtube.com/watch?v=Gnjb1WVkhmUhttp://www.youtube.com/watch?v=Gnjb1WVkhmUhttp://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-solutions.htmlhttp://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-solutions.htmlhttp://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-solutions.htmlhttp://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-solutions.htmlhttp://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-solutions.htmlhttp://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-solutions.htmlhttp://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-solutions.htmlhttp://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-solutions.htmlhttp://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-solutions.htmlhttp://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-solutions.htmlhttp://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-solutions.htmlhttp://h71028.www7.hp.com/enterprise/us/en/solutions/storage-disaster-proof-solutions.htmlhttp://www.youtube.com/watch?v=Gnjb1WVkhmUhttp://www.youtube.com/watch?v=Gnjb1WVkhmUhttp://www.youtube.com/watch?v=Gnjb1WVkhmU
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Dealing with Faults inMemories

Permanent faults (stuck at 0/1 bits)

Address with redundant rows/column (spares)

Built-in-self-test & fuses to program decoders

Done during manufacturing test

Transient faults

Bits flip 0->1 or 1->0

Parity Add a 9th bit E.g., Even parity: Make the 9th bit 1if the
number of ones in the

byte is odd
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ECC for Transient Faults

Error correcting codes

Error correction using hamming codes

E.g., add a 8-bit code to each 64-bit word

Codes calculated/checked by memory controller

Common case for DRAM: SECDED (y=2, x=1)

Can buy DRAM chips with (64+8)-bit words to use with

SECDED (single error correct double error detect)
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ECC Issues

Performance issue Every subword write is a read-modify-write

Necessary to update the ECC bits

Reliability issue: double-bit errors

Likely if we take a long time to re-read some data

Solution: background scrubbing

Reliability issue: whole-chip failure

Possible if it affects interface logic of the chip

Solutions?
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ChipKill: RAID for DRAM

Chipkill DIMMs: ECC across chips (or even DIMMS)

Instead 8 use 9 regular DRAM chips (64-bit words)

Can tolerate errors both within and across chips
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Advanced memory protection

Online spare memory When single-bit errors for DIMM >
threshold, fail over to spare

bank

Single-board mirrored memory

Mirrored DIMMs, read secondary if primary has multibit error
Hot-plug mirrored memory

Mirror memory across boards; support hotplugging

Hot-plug RAID memory

Five memory controllers for five memory catridges; use
parity

Recently: non-volatile memory e.g., Flash FusionIO

New failure models (e.g., wear-leveling); more later
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Some numbers

10000 processors with 4GB per server => following ratesof
unrecoverable errors in 3 years of operation [IBMstudy] Parity
only: about 90,000; 1 unrecoverable failure every 17

minutes

ECC only: about 3500; one unrecoverable or undetected
failureevery 7.5 hours

Chipkill: about 6; one unrecoverable/undetected failure every
2months

10,000 server chipkill = same error rate as a a 17-server
ECCsystem

More on DRAM error correction and scale when wediscuss warehouse
computing.
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Dealing with Network Faults

Use error detecting codes and retransmissions

CRC: cyclic redundancy code

Receiver detects error and requests retransmission

Requires buffering at the sender side

An ack/nack protocol is typically used

To indicate when the receiver received correct data (or not)

Time-outs to deal with the case of lost messages

Error in control signals or with acknowledgements

Permanent faults

Use network with path diversity
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DataCenter Availability

Mostly system-level, SW-based techniques Using clusters for
high-availability

active/standby; active/active

shared-nothing/share-disk/shared-everything

Reasons

High cost of server-level techniques

Cost of failures vs cost of more reliable servers

Cannot rely on all servers working reliably anyway!

Example: with 10K servers rated at 30 years of MTBF, you
shouldexpect to have 1 failure per day

But components need to be reliable enough

ECC based memory used (detection is important)
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DC Availability Techniques

Technique Performance Availability

Replication

Partitioning (sharding)

Load-balancing

Watchdog timers

Integrity checks

App-specific compression

Eventual consistency

Other techniques Fail-stop behavior, admission control, spare
capacity

Use monitoring/deployment mgmt system to handle failures as
well

(We will revisit some of this when discussing warehouse
computing.)


	
8/13/2019 RAS FEatures

49/53

53

Is There More?

Reliability in power supply & cooling Tier I: no
power/cooling redundancy

Tier II: N+1 redundancy for availability

Tier III: N+2 redundancy for availability

Tier IV: multiple active/redundant paths

Other server design features

Hot pluggability, redundancy, monitoring, remotemanagement,
diagnostics, battery-backup
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Other Lessons & Advice

In general, fault prediction is difficult Exception: common mode
errors

E.g., disk manufacturing issues

Repairs

Given some spares, repairs can be delayed

Must compare cost of repair vs cost of spare

If it is not tested, dont rely on it

Check for single points of failure

Key principles: Modularity, fail-fast, independence of
failuremodes, redundancy and repair, single-point of failures
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A note on performability

Graceful degradation under faults E.g., search quality results
with loss of systems

E.g., delay in access to email

E.g., corruption of data of web

Internet itself has only two nines of availability

More appropriate availability metrics

Yield = fraction of requests satisfied by service/totalnumber of
requests made by users

Performability: composite measure of performanceand
dependability

Summary: Availability and
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Summary: Availability andReliability

Availability important for servers Principles and techniques
apply to any system

Different types of faults: HW, SW, config, human, permanent,
transient,intermittent

Faults Failures: varying levels of severity on service (e.g.,
masked faults,availability, data)

Availability = MTTF / (MTTF+MTTR) Reliability, fault-tolerance,
rapid recovery; error detection and/or error

correction techniques; multiple levels (chip/system/DC,
HW/SW)

Key principles: Modularity, fail-fast, independence of failure
modes,redundancy and repair, single-point of failures

Tradeoffs: HW/SW; fault types, costs

Specific availability techniques General, Storage, Memories,
Networks, Processing, Datacenters
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Next Lecture

Energy Efficiency
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